Bug Bounty Visma Scanner - Start guide

Step 1:

Create an account on vismaonline stage environment by register a student company:
https://admin.stage.vismaonline.com/Customer/StudentSignup.aspx?uilang=en
Training code: n4kb3

Register your student company
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This is where you create the company that you will use during your training. The next time you want to log in to your company,
go to http://www.vismaspcs.se and select Log in. You log in using using the email address and password you chose below.

Training code: * ndkb3
Your teacher will give you the training code

Your login

First name: * Jean
Last name: * Grey
Email address: * jean.grey@mailinator.com

Step 2:



Select both Program/service options (Visma Scanner + Visma eEkonomi) and press ‘Save’
Register your student company

Visma Spcs Training license
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Your school Scanner Bug Bounty School

Your student company

Company name Jean Grey student company

Program/service

Teacher (voluntary)
¥ visma Scanner

#| visma eEkonomi

Save

You should then see this:
Student company created
Welcome to Visma Spcs!

You have been registered as a user. We have sent you an email in order to verify yvour
email address. Click on the link in the email to log in.



Step 3:
Now you should get an email from do.not.reply@platform.stagaws.visma.com, click on the
green button “Aktivera konto” to activate the account. (Check spam folder)

Hej Jean Grey,

Valkommen till Visma Online och tack for din registrering!

Klicka pa lanken nedan och fdlj instruktionerna for att aktivera ditt

konto jean.grey@mailinator.com.
Aktivera konto

Denna lank upphdr att galla om 24 timmar och fungerar bara en
gang. Om lanken inte gar att klicka pa, kopiera och klistra in den i

din webblasare.

Vanliga halsningar,
Visma

S VISMA



Step 4:

Enter a password for the account and click on the green button “Andra I6senord” to proceed.
e Minimum 8 characters

e Minimum 1 capital letter

e Minimum 1 lowercase letter

e Minimum 1 numerical

eMinimum 1 special character

T
. @  Minst 8tecken
Ange ditt nya losenord
@  Minst 1 versal (stor bokstay)
Mytt losenord | -------- | @l @ Minst1 gemen (liten bokstav)
Bekrafta losenord bekrafta lasenord ® ©  Minst 1 numeriska
@  Minst 1 spedaltecken (tex!?)

Andra losenord

@ Tillbaka till Inlogeningen

> VIIMA

Click the green button “OK, jag har last” to accept user terms and proceed.

T

Anvandarvillkor

Vara Anvandarvillkor har uppdaterats

Du dr ansvarig for ditt anvandarkento och hur det anvands. Detta
inkluderar sakerheten, platsen och uppkopplingen for alla enheter som du
anvander. Skydda ditt |6senord eller andra sakerhets- och
beharighetsuppgifter genom att halla dem hemliga och konfidentiella. Du
far inte dela ditt anvandarkonto med nagon annan eller anvanda det pa ett
satt som strider mot Anvandningsvillkoren.

www.visma.comitrust-centre/transparency-main/smb/service-
information/terms-of-service

Anvandning av Vismas tjanster innebar behandling av dina
anvandningsdata. Las mer om hur Visma behandlar personuppgifter:
www.visma.com/trust-centre/transparency-main/smb/transparency/usage-
data

OK. jag har last

> VISMA

Step 5:



After the account has been created proceed to download the Visma Scanner app from App
Store or Play Store:

https://play.google.com/store/apps/details ?2id=com.visma.blue&hl=en
https://apps.apple.com/us/app/visma-scanner/id564141518

Step 6: (Note that these steps will also be the same for iOS but with slightly different
ul)
Navigate to correct login page by following these following steps:
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& Visma Scanner

€ Visma eAccounting

Visma AccountView

d photos ofyour

E-mail addre

istin
Visma Administration
) LOG IN
Send photos of your receipts or invoices directly to
L _J Visma Administration.

> VISMA

©

Visma Autoinvoice

Send photos
accounting s,

es directly to your
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Visma Scanner
Visma eAccounting

Take photos of your rece
hem directly to eAccounting

Send pictures from your mobile to your Visma
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Visma Expense

Take photos of your receipts and connect them to
your expense claims in Visma Expense.

Visma Mamut
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Send photos of your receipts or invoices directly to
Visma Mamut and connect them to a voucher.

.
LOGIN
Visma Netvisor

Step 7:
Tap the bottom left corner 5 times in a row (sometimes it will need to be tapped multiple
times extra ). This will open the environment selector. Please select STAGE.
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< Visma eAccounting <  Choose environment C

Live environments

Production

Test environments

LOGIN
Production with tracing

Internal Test

Internal Test with tracing

Acceptance

Acceptance with tracing

Stage N

Stage with tracing

Cloud Service Stage

Web App Acceptance

Step 8:



Enter the login credentials for the account you created in previous steps and press “Logga
in!!

15:55 @40

< Visma eAccounting

address

>aSSWOr

LOG IN

Step 9:
Congratulations you are now logged in to the Visma Scanner app!
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Scope for Bug Bounty

The scope of the bug bounty is the whole Visma Scanner app with the eAccounting
integration and stage environment.

What is out of scope:
e Session invalidation issues (e.g. logout, password change, email change, role
change, user deletion, etc)
Private screen exposure in the app
All environments except the staging environment are excluded from Bug bounty
Stack traces from api calls
Jailbroken devices is out of scope
All options for login are out of scope, except eAccounting

Please note again that all the rest of the integrations, except eAccounting are out of scope
for Bug Bounty. You will not be able to login to any other integration than eAccounting.
Therefore make sure to select the eAccounting integration when login in, and also switch to
stage environment (see instruction details in step 6 above).



